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Abstract

• We aimed to create DDoS attack data suitable for machine learning (labeled
datasets) 

• DDoS Attacks are among the most common network attacks
They are difficult to detect and defend

• There are not very many suitable DDoS data sets, so we generate our own 
data

• We implemented a Python program with the library Scapy to perform DoS
Attacks on an Internet-of-Things (IoT) Test setup with simulated distribution by
multithreading

• Advantages of this approach: Create DDoS data individually tailored to our
needs
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DDoS attacks in 2022 and Q1 2023 
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Most common DDoS Attacks in 2022: 
• TCP: e.g. Synflood
• UDP Flooding 

Q1 2023: 
• 22% of the attacks were Synflood

attacks [1] 
• 21% were Udpflooding attacks [1]

http://www.microsoft.com/en-us/security/blog/2023/02/21/2022-in-review-ddos-attack-trends-and-insights/

[1] https://blog.cloudflare.com/ddos-threat-report-2023-q1



DoS and DDoS

• Denial of Service (DoS) attacks aim to make a service, reachable over the 
Internet inaccessible

• They aim to overload a network protocol (e.g. TCP) or exhaust the victims
hardware resources (CPU cycles, bandwidth, memory) 

• DDoS attacks use DoS techniques with the help of many hosts
• DDoS attacks are are financially or politically motivated
• DDoS attacks cause major economic damage
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UDP Flooding

UDP
• UDP: minimal protocol for

connectionless data transfer, 
with no guarantee of
completeness and correctness

• Applications create an UDP 
header and transfer their data
over the Internet Protocol (IP)

UDP-Flooding 
Send large number of UDP 
packets to exhaust victims
ressources
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TCP: Synflooding

TCP: 
• reliable, connection-oriented

protocol for data transmission, 
error checking, flow control, 
retransmission

• 3-way-handshake: Establish
connection between client and 
server

Synflooding:  
• Exhaust victims backlog with

SYN packets to disrupt its
ability to establish legitimate
connections
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Testsetup: IoT targets
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IoT Devices: 
▪ Nedis Cam Grau
▪ Tapo Cam C 100
▪ Antela Speed Cam
▪ Nedis Cam klein 
▪ Amazon Echo dot
▪ Amazon Echo 2
▪ Tapo Wifi Socket
▪ Brennenstuhl Smoke Detector



Testsetup: Network Diagram
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Implemented Python program
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SYN Packet
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SYN flooding packets / second
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UDP packet 
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UDP Flooding packets / second
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Results: Effects on IoT devices
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• Synflooding was always
successful

• Udpflooding not always: 
some devices ignore
incoming udp traffic



Results
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• Conduct UDP/SYN-Flooding attacks on IoT Devices
• Caputre the traffice with tcpdump (pcap)
• Data processing: Convert packets of pcaps to dicts, check for a 

intrusion flag in the payload, then expand dicts and label them:
(intrusion = 1, attack_type = „udp“ or attack_type = „syn“)

• Insert the labeled datasets into a sql database for further use



Discussion
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Advantages
• Create data suitable for machine learning according to users needs
• Program is expandable by other protocols (e.g. ICMP flooding) 
• Our method ensures there are no malformed packets
• Cost efficient method

Limitations
• Simulated distribution is limited by the number of threads on attack

host 
• Data transfer rate is also lower than in a ressource strong DDoS 

attack

=> Augmentation of packet timestamps to create larger, simultaneous
attacks



Outlook 

• Validation of training data: Re-create available DDoS datasets
• Test our data with an available IDS
• Expand the program by further attack types
• Conduct a larger field test: Use multiple attack hosts (e.g. raspberry pis) in 

combination with multithreading to create larger attacks
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